Setting Up Your Computer for Remote Desktop (EzRemote)

To use Remote Desktop, you will need to have Windows XP Professional or Windows
Media Center. Windows XP Home does not include the Remote Desktop functionality.
The following guide will help you set up Remote Desktop and make it easy to access
your computer from outside your home.

Overview:

1) Enable Remote Desktop on your computer

2) Give your home network an easy-to-remember name

3) Make sure your Remote Desktop computer “stays put”

4) Configure your firewall to Allow RDP

5) Make sure you can reach your Remote Desktop computer from the outside

Step 1. Enable Remote Desktop on your computer

1) “Start”-> right click on “My Computer”-> “Properties
2) Click the Remote tab
3) Check “Allow users to connect remotely to this computer”



System Properties 7| x|

General I Computer Name I Hardware | Advanced |
System Restore I Sytomatic U[:&_ates Hemate

@ Select the ways that this computer can be used from another
location.

— Remote Assistance
[~ Alow Remeote Assistance invitations to be sert from this computer

What is Bemote Assistance?
Sdvanced. . |

— Remote Desktop
¥ Allow users to connect remotely to this computer
Full computer name:
dell
What is Remote Deshktop?

Select Remate Users..

For users to connect remotely to this computer, the user account must
have a passwaord.

Windows Firewall will be corfigured to allow Remote Deskiop
connections ta this computer.

0K I Cancel apply

If you are the administrator of the computer and use a password to log in, you’re already
set up for Remote Desktop. However, you may with to create an additional user account
specifically for use with Remote Desktop and your smartphone. This special account can
be optimized for small-screen display without affecting the appearance of your usual
accounts.

Click on “select remote users” to add a user account. The user name and password
should be the same one used in EzRemote (note: the user must have a password in order

to use RDP)
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The users listed below can connect to this computer, and amy members of
the Administrators group can connect even if they are not listed.

shanglimin already has access.

Bemove

To create new user accourts or add users to other groups, go to Control
Fanel and open User Accourts.

ok |  Cancel |

Step 2. Give your home network an easy-to-remember name

This free software enables you to give your home network a friendly address (such as
bob.no-ip.org) rather than having to remember the numbers like 123.45.67.89. Also, if
your ISP assigns addresses dynamically, the name will always point to the current IP
address of your home network. This step isn’t strictly necessary, but highly recommended.

Register, download and install NO-1P DUC. (www.no-ip.org) and follow the instruction.
If you’ve done everything correctly, you will see:
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Account used for updates: shanglmint@hotmail. com Edit |

To zubmit a bugfzuggestion pleaze click here and Fill aut the Farm.

Pleaze check the hasts pou want updated, checks take effect immediately.

Groups
Hoztz

@ __Ahodipoorg

Host or IP address

IIpdating to [P MAT /R outerdProsy 65.94. 243,239

[Mon 15:59] Checking Remate [P Address.

[Mon 15:539] Current IP address found, using 65.94. 243,239 for updates.

[Mon 15:59] Retrieving hosts, please wait.

[Mon 15:59]) Host retrieval complete. To add/remove hosts, click here.

[Mon 15:59] %dating all checked hiosts j

[ton 15:59] =" ¢ s.noipoorg: DMS update successful.

Host or IP address should be in the hosts lists. (i.e., computername.no-ip.org).

Step 3. Modify your computer to use a static IP address instead of
DHCP

Most home routers use DHCP to dynamically assign an (internal) IP address to your
computer. This address can change when you reboot your computer, which will prevent
outside connections from reaching it. You can assign a “static” IP address either by
configuring your router, or by configuring your computer, or both. If your router can
reserve an IP address for a given device, you may not need to follow these instructions:

1. “start”->"run”->"cmd”->"0k” and input “ipconfig”



= C:\WINDOWS\system32\cmd.exe

C:xDocuments and Settings>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Media State . . . & &« & & & & & & : Media disconnected

Ethernet adapter Local Area Connection: Internet connection name

Connection—specific DHS Suffix . :

IP Addres=s. . . . . . . . . . . . = 192_168_.2_65
Subnet Mask . . . . . . . . . . . = 28L.255.255.8
Default Gatewawy . . . . . . . . . = 192.168.2.1

S Il [P address of your router. you should

change your configuration according
o this value(i.e.,192.168.1.xxx, instead
of 192.168.2.XXX)

2. “start”-> right click on “My Network Places” -> “Properties”
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3. Right click on your Internet connection name (local Area Connection in this
example) -> “Properties”

4. Select “Internet Protocol (TCP/IP)”->Properties



- Local Area Contection 21 x

General |Puthenticatiun | Advanced |

Connect using:

B Xircom CardBus Ethemet 100 =+ Mode Configure... |

This connection uses the following tems:

g[ﬁlient for Microsoft Networks

g File and Prirter Sharing for Microsoft Metwarks
% Intemet Protocol (TCP/IP)

Install . | Upiseal
— Description

Properties

Transmission Control Protocal/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

[T Show icen in notification area when connected
¥ Motify me when this connection has limited or no connectivity

oK Cancel

5. Select “ Use the following IP address” and fill in the values



Internet Protocol (TCP/IP) Prc 2]

General I

You can get |P settings assigned autumatical%fyour- ]

thiz capability. Otherwise, you need to ask your netwo YEE @ Et‘“‘l‘: 'Pr_ not

the appropriate [P settings. conflicting with
other computers

" Obtain an IP address automatically
* Use the following P address:

IP address: | 152 168 . 2 . 201
Subnet mask: 0
Default gateway:

.1*

" Obtain DHS server addiess autn Default gateway (IP address of
Yyour router)

* Use the following DNS server ad

Prefemed DNS server: |'IE|'2.1EE. 2 .1 J-

Altemate DMS server: I

Advanced... |
ok | Cancel |

Step 4. Configure your firewall to Allow RDP
Remote Desktop uses TCP port 3389; therefore, you'll have to open this port on
your firewall. If you use another third-party firewall, consult the manual for
opening its port.

If you use firewall in Windows XP, follow these steps on the remote machine (the
machine you want to connect to using Remote Desktop):

1) Open the Network Connections folder (located in the Control Panel).
2) Right-click on the firewall connection and select Properties.

3) Click the Settings button on the Advanced tab.

4) Check the Remote Desktop box on the Services tab.

5) Close all of the dialog boxes.

Step 5. Port Forwarding

The final step is to enable connections from outside your network to connect to
the computer running Remote Desktop. Remote Desktop runs on port 3389, so
you need to tell your router that anytime someone “calls in” on that port that they
are forwarded to the correct computer. This is handled by your router’s web



interface. An example is shown below; for other brands, see
http://www.portforwarding.com.
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gateway)

Server
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192.168.2.|201 3389 3389 TCP | =
2 192.165.2. TCP | = L]
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